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system that securely maintains records
of vouchers and coupons; validates pay-
ment of vouchers and coupons; records
successful or failed payments of vouch-
ers and coupons; and controls the purg-
ing of expired vouchers and coupons.

§543.3 How do tribal governments
comply with this part?

(a) Compliance based upon tier. [Re-
served]

(b) Determination of tier. [Reserved]

(c) Tribal internal control standards.
Within six months of October 10, 2008,
each tribal gaming regulatory author-
ity must, in accordance with the tribal
gaming ordinance, establish or ensure
that tribal internal control standards
are established and implemented that
must:

(1) Provide a level of control that
equals or exceeds those set forth in this
part; and

(2) Contain standards to identify, de-
tect and deter money laundering in fur-
therance of a criminal enterprise, ter-
rorism, tax evasion or other unlawful
activity. The standards should be de-
signed to facilitate the keeping of
records and the filing of reports with
the appropriate federal regulatory and
law enforcement authorities.

(3) Establish a deadline, which must
not exceed six months from the date
the tribal gaming regulatory authority
establishes internal controls by which
a gaming operation must come into
compliance with the tribal internal
control standards. However, the tribal
gaming regulatory authority may ex-
tend the deadline by an additional six
months if written notice citing jus-
tification is provided to the Commis-
sion no later than two weeks before the
expiration of the six month period.

(d) Gaming operations. Each gaming
operation must develop and implement
an internal control system that, at a
minimum, complies with the tribal in-
ternal control standards.

(1) Existing gaming operations. All
gaming operations that are operating
on or before November 10, 2008, must
comply with this part within the time
requirements established in paragraph
(c) of this section. In the interim, such
operations must continue to comply
with existing tribal internal control
standards.
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(2) New gaming operations. All gam-
ing operations that commence oper-
ations after April 10, 2009, must comply
with this part before commencement of
operations.

(e) Submission to Commission. Tribal
regulations promulgated pursuant to
this part are not required to be sub-
mitted to the Commission pursuant to
Sec. 522.3(b) of this chapter.

(f) CPA testing. (1) An independent
certified public accountant (CPA) must
be engaged to perform ‘‘Agreed-Upon
Procedures’ to verify that the gaming
operation is in compliance with the
minimum internal control standards
(MICS) set forth in this part or a trib-
ally approved variance thereto that has
received Commission concurrence. The
CPA must report each event and proce-
dure discovered by or brought to the
CPA’s attention that the CPA believes
does not satisfy the minimum stand-
ards or tribally approved variance that
has received Commission concurrence.
The ‘“‘Agreed-Upon Procedures’” may be
performed in conjunction with the an-
nual audit. The tribe must submit two
copies of the report to the Commission
within 120 days of the gaming oper-
ation’s fiscal year end. In performing
the compliance audit, the CPA must
use the Statements on Standards for
Attestation Engagements No. 10 at
Sections 101 (‘‘Attest Engagements’)
and 201 (‘‘Agreed-Upon Procedures En-
gagements’) (collectively ‘‘SSAE’s”),
July 12, 2007, American Institute of
Certified Public Accountants Inc,
(AICPA). SSAE No. 10 at Sections 101
and 201 are incorporated by reference
into this section with the approval of
the Director of the Federal Register
under 5 U.S.C. 5562(a) and 1 CFR part 51.
To enforce any edition other than that
specified in this section, the Commis-
sion must publish notice of change in
the FEDERAL REGISTER and the mate-
rial must be available to the public.
You may obtain a copy from the Amer-
ican Institute of Certified Public Ac-
countants, 220 Leigh Farm Rd., Dur-
ham, NC 27707, 1-888-777-7077, at http:/
www.aicpa.org. You may inspect a copy
at the National Indian Gaming Com-
mission, 1441 L. Street, NW., Suite 9100,
Washington, DC 20005, 202-632-7003. All
approved material is available for in-
spection at the National Archives and
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Records Administration (NARA). For
information on the availability of this
material at NARA, call 202-741-6030 or
go to http://www.archives.gov/
federal register/

code of federal regulations/

ibr _locations.html. The CPA must per-
form the ‘““Agreed-Upon Procedures’ in
accordance with the following:

(1) As a prerequisite to the evaluation
of the gaming operation’s internal con-
trol systems, it is recommended that
the CPA obtain and review an organi-
zation chart depicting segregation of
functions and responsibilities, a de-
scription of the duties and responsibil-
ities of each position shown on the or-
ganization chart, and an accurate, de-
tailed narrative description of the
gaming operation’s procedures in effect
that demonstrate compliance.

(ii) Complete the CPA NIGC MICS
Compliance checklists or other com-
parable testing procedures. The check-
lists should measure compliance on a
sampling basis by performing inspec-
tions, observations and substantive
testing. The CPA must complete sepa-
rate checklists for bingo and informa-
tion technology. All questions on each
applicable checklist should be com-
pleted. Work-paper references are sug-
gested for all ‘“‘no’’ responses for the re-
sults obtained during testing (unless a
note in the “W/P Ref”’ can explain the
exception).

(iii) The CPA must perform, at a
minimum, the following procedures in
conjunction with the completion of the
checklists:

(A) At least one unannounced obser-
vation of each of the following: finan-
cial instrument acceptor drop and
count. For purposes of these proce-
dures, ‘‘unannounced’” means that no
officers, directors, or employees are
given advance information regarding
the dates or times of such observa-
tions. The independent accountant
should make arrangements with the
gaming operation and tribal gaming
regulatory authority to ensure proper
identification of the CPA’s personnel
and to provide for their prompt access
to the count rooms. The checklists
should provide for drop and count ob-
servations. The count room should not
be entered until the count is in process
and the CPA should not leave the room
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until the monies have been counted
and verified to the count sheet by the
CPA and accepted into accountability.

(B) Observations of the gaming oper-
ation’s agents as they perform their
duties.

(C) Interviews with the gaming oper-
ation’s agents who perform the rel-
evant procedures.

(D) Compliance testing of various
documents relevant to the procedures.
The scope of such testing should be in-
dicated on the checklist where applica-
ble.

(E) For new gaming operations that
have been in operation for three
months or less at the end of their busi-
ness year, performance of this regula-
tion, this section, is not required for
the partial period.

(2) Alternatively, at the discretion of
the tribe, the tribe may engage an
independent CPA to perform the test-
ing, observations and procedures re-
flected in paragraphs (f)(1)(i), (ii), and
(iii) of this section utilizing the tribal
internal control standards adopted by
the tribal gaming regulatory authority
or tribally approved variance that has
received Commission concurrence. Ac-
cordingly, the CPA will verify compli-
ance by the gaming operation with the
tribal internal control standards.
Should the tribe elect this alternative,
as a prerequisite, the CPA will perform
the following:

(i) The CPA must compare the tribal
internal control standards to the MICS
to ascertain whether the criteria set
forth in the MICS or Commission ap-
proved variances are adequately ad-
dressed.

(ii) The CPA may utilize personnel of
the tribal gaming regulatory authority
to cross-reference the tribal internal
control standards to the MICS, pro-
vided the CPA performs a review of the
tribal gaming regulatory authority
personnel’s work and assumes complete
responsibility for the proper comple-
tion of the work product.

(iii) The CPA must report each proce-
dure discovered by or brought to the
CPA’s attention that the CPA believes
does not satisfy paragraph (f)(2)(i) of
this section.

(3) Reliance on Internal Auditors. (i)
The CPA may rely on the work of an
internal auditor, to the extent allowed
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by the professional standards, for the
performance of the recommended pro-
cedures specified in paragraphs
(£)(1)({ii)(B), (C), and (D) of this section,
and for the completion of the check-
lists as they relate to the procedures
covered therein.

(i1) Agreed-upon procedures are to be
performed by the CPA to determine
that the internal audit procedures per-
formed for a past 12-month period (in-
cludes two six month periods) encom-
passing a portion or all of the most re-
cent business year has been properly
completed. The CPA will apply the fol-
lowing agreed-upon procedures to the
gaming operation’s written assertion:

(A) Obtain internal audit department
work-papers completed for a 12-month
period (includes two six month periods)
encompassing a portion or all of the
most recent business year and deter-
mine whether the CPA NIGC MICS
Compliance Checklists or other com-
parable testing procedures were in-
cluded in the internal audit work-pa-
pers and all steps described in the
checklists were initialed or signed by
an internal audit representative.

(B) For the internal audit work-pa-
pers obtained in paragraph (£)(3)(ii)(A)
of this section, on a sample basis, re-
perform the procedures included in
CPA NIGC MICS Compliance Check-
lists or other comparable testing proce-
dures prepared by internal audit and
determine if all instances of non-
compliance noted in the sample were
documented as such by internal audit.
The CPA NIGC MICS Compliance
Checklists or other comparable testing
procedures for the applicable Drop and
Count procedures are not included in
the sample re-performance of proce-
dures because the CPA is required to
perform the drop and count observa-
tions as required under paragraph
(f)(1)({ii)(A) of this section of the
agreed-upon procedures. The CPA’s
sample should comprise a minimum of
three percent of the procedures re-
quired in each CPA NIGC MICS Com-
pliance Checklist or other comparable
testing procedures for the bingo de-
partment and five percent for the other
departments completed by internal
audit in compliance with the internal
audit MICS. The re-performance of pro-
cedures is performed as follows:

25 CFR Ch. lll (4-1-09 Edition)

(I) For inquiries, the CPA should ei-
ther speak with the same individual or
an individual of the same job position
as the internal auditor did for the pro-
cedure indicated in the CPA checklist.

(2) For observations, the CPA should
observe the same process as the inter-
nal auditor did for the procedure as in-
dicated in their checklist.

(3) For document testing, the CPA
should look at the same original docu-
ment as tested by the internal auditor
for the procedure as indicated in their
checklist. The CPA need only retest
the minimum sample size required in
the checklist.

(C) The CPA is to investigate and
document any differences between
their re-performance results and the
internal audit results.

(D) Documentation must be main-
tained for five years by the CPA indi-
cating the procedures re-performed
along with the results.

(E) When performing the procedures
for paragraph (f)(3)(ii)(B) of this sec-
tion in subsequent years, the CPA must
select a different sample so that the
CPA will re-perform substantially all
of the procedures after several years.

(F) Additional procedures performed
at the request of the Commission, the
tribal gaming regulatory authority or
management should be included in the
Agreed-Upon Procedures report trans-
mitted to the Commission.

(4) Report Format. The NIGC has
concluded that the performance of
these procedures is an attestation en-
gagement in which the CPA applies
such Agreed-Upon Procedures to the
gaming operation’s assertion that it is
in compliance with the MICS and, if
applicable under paragraph (f)(2) of this
section, the tribal internal control
standards and approved variances, pro-
vide a level of control that equals or
exceeds that of the MICS. Accordingly,
the Statements on Standards for Attes-
tation Engagements (SSAE’s), specifi-
cally SSAE 10, at Sections 101 and 201
are applicable. SSAE 10 provides cur-
rent, pertinent guidance regarding
agreed-upon procedure engagements,
and the sample report formats included
within those standards should be used,
as appropriate, in the preparation of
the CPA’s agreed-upon procedures re-
port. If future revisions are made to
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this standard or new SSAE’s are adopt-
ed that are applicable to this type of
engagement, the CPA is to comply
with any revised professional standards
in issuing their agreed upon procedures
report. The Commission will provide an
example report and letter formats upon
request that may be used and contain
all of the information discussed below.
The report must describe all instances
of procedural noncompliance (regard-
less of materiality) with the MICS or
approved variations, and all instances
where the tribal gaming regulatory
authority’s regulations do not comply
with the MICS. When describing the
agreed-upon procedures performed, the
CPA should also indicate whether pro-
cedures performed by other individuals
were utilized to substitute for the pro-
cedures required to be performed by
the CPA. For each instance of non-
compliance noted in the CPA’s agreed-
upon procedures report, the following
information must be included: The ci-
tation of the applicable MICS for which
the instance of noncompliance was
noted; a narrative description of the
noncompliance, including the number
of exceptions and sample size tested.

(5) Report Submission Requirements.
(i) The CPA must prepare a report of
the findings for the tribe and manage-
ment. The tribe must submit two cop-
ies of the report to the Commission no
later than 120 days after the gaming
operation’s business year end. This re-
port should be provided in addition to
any other reports required to be sub-
mitted to the Commission.

(ii) The CPA should maintain the
work-papers supporting the report for a
minimum of five years. Digital storage
is acceptable. The Commission may re-
quest access to these work-papers,
through the tribe.

(6) CPA NIGC MICS Compliance
Checklists. In connection with the CPA
testing pursuant to this section and as
referenced therein, the Commission
will provide CPA MICS Compliance
Checklists upon request.

(g) Enforcement of Commission Min-
imum Internal Control Standards.

(1) Each tribal gaming regulatory au-
thority is required to establish and im-
plement internal control standards
pursuant to paragraph (c) of this sec-
tion. Each gaming operation is then re-
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quired, pursuant to paragraph (d) of
this section, to develop and implement
an internal control system that com-
plies with the tribal internal control
standards. Failure to do so may subject
the tribal operator of the gaming oper-
ation, or the management contractor,
to penalties under 25 U.S.C. 2713.

(2) Recognizing that tribes are the
primary regulator of their gaming op-
eration(s), enforcement action by the
Commission will not be initiated under
this part without first informing the
tribe and tribal gaming regulatory au-
thority of deficiencies in the internal
controls of its gaming operation and
allowing a reasonable period of time to
address such deficiencies. Such prior
notice and opportunity for corrective
action is not required where the threat
to the integrity of the gaming oper-
ation is immediate and severe.

§§543.4-543.5 [Reserved]

§543.6 Does this part apply to small
and charitable gaming operations?

(a) Small gaming operations. This
part does not apply to small gaming
operations provided that:

(1) The tribal gaming regulatory au-
thority permits the operation to be ex-
empt from this part;

(2) The annual gross gaming revenue
of the operation does not exceed $2 mil-
lion; and

(3) The tribal gaming regulatory au-
thority develops and the operation
complies with alternate procedures
that:

(i) Protect the integrity of games of-
fered;

(ii) Safeguard the assets used in con-
nection with the operation; and

(iii) Create, prepare and maintain
records in accordance with Generally
Accepted Accounting Principles.

(b) Charitable gaming operations.
This part does not apply to charitable
gaming operations provided that:

(1) All proceeds are for the benefit of
a charitable organization;

(2) The tribal gaming regulatory au-
thority permits the charitable organi-
zation to be exempt from this part;

(3) The charitable gaming operation
is operated wholly by the charitable or-
ganization’s agents;
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